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Question: 1

After passing her CEH exam, Carol wants to ensure that her network is completely secure. She
implements a DMZ, state full firewall, NAT, IPSEC, and a packet filtering firewall. Since all
security measures were taken, none of the hosts on her network can reach the Internet. Why is
that?

A. IPSEC does not work with packet filtering firewalls

B. NAT does not work with IPSEC

C. NAT does not work with state full firewalls

D. State full firewalls do not work with packet filtering firewalls

Answer: B

Question: 2

You are running through a series of tests on your network to check for any security vulnerabilities.
After normal working hours, you initiate a DoS attack against your external firewall. The firewall
quickly freezes up and becomes unusable. You then initiate an FTP connection from an external
IP into your internal network. The connection is successful even though you have FTP blocked at
the external firewall. What has happened?

A. The firewall failed-open

B. The firewall failed-bypass

C. The firewall failed-closed

D. The firewall ACL has been purged

Answer: A

Question: 3
The objective of this act was to protect consumers personal financial information held by financial
institutions and their service providers.

A. HIPAA

B. Sarbanes-Oxley 2002
C. Gramm-Leach-Bliley Act
D. California SB 1386

Answer: C

Question: 4
You are trying to locate Microsoft Outlook Web Access Default Portal using Google search on the
Internet. What search string will you use to locate them?

A. Intitle:"exchange server"

B. Outlook:"search"

C. Locate:"logon page" Company.com
D. Allinurl:"exchange/logon.asp"

Answer: D

Question: 5

As a security analyst you setup a false survey website that will require users to create a
username and a strong password. You send the link to all the employees of the company. What
information will you be able to gather?

A. The employees network usernames and passwords
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B. The MAC address of the employees? computers
C. The IP address of the employees computers
D. Bank account numbers and the corresponding routing numbers

Answer: A

Question: 6
When you are running a vulnerability scan on a network and the IDS cuts off your connection,
what type of IDS is being used?

A. NIPS

B. Passive IDS

C. Progressive IDS
D. Active IDS

Answer: D

Question: 7

Harold is a web designer who has completed a website for ghttech.net. As part of the
maintenance agreement he signed with the client, Harold is performing research online and
seeing how much exposure the site has received so far. Harold navigates to google.com and
types in the following search. link: www.ghttech.net What will this search produce?

A. All sites that link to ghttech.net

B. Sites that contain the code: link:www.ghttech.net
C. All sites that ghttech.net links to

D. All search engines that link to .net domains

Answer: A

Question: 8

Michael works for Kimball Construction Company as senior security analyst. As part of yearly
security audit, Michael scans his network for vulnerabilities. Using Nmap, Michael conducts
XMAS scan and most of the ports scanned do not give a response. In what state are these ports?

A. Open

B. Stealth
C. Closed
D. Filtered

Answer: A

Question: 9

Your company uses Cisco routers exclusively throughout the network. After securing the routers
to the best of your knowledge, an outside security firm is brought in to assess the network
security. Although they found very few issues, they were able to enumerate the model, OS
version, and capabilities for all your Cisco routers with very little effort. Which feature will you
disable to eliminate the ability to enumerate this information on your Cisco routers?

A. Simple Network Management Protocol
B. Broadcast System Protocol

C. Cisco Discovery Protocol

D. Border Gateway Protocol

Answer: C
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